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Motivation

Binary Decompilation: Recovering What Compilation Discards

Source Code Compiler
foo.c GCC / Clang

-~ - o

decompilation (lossy!)

Binary
foo.exe

v variable names Information loss
v types , T

/ structure compiler optimizations
v/ comments make recovery harder
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Motivation & Problem

Four Levels of Abstraction, from Raw Bytes to High-Level Constructs (max Function)

>

IS .
ks mov eax, edi
g cmp edi, esi
5 jge .L1

8 mov eax, esi
S} .L1: ret
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2 return a > b ?
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a .

LLIL
if (edi < esi)
goto L1
eax = edi
ret
Ll: eax = esi
ret
MLIL

if (argl < arg2)
return arg2
return argl
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Abstract

Decompilation aims to convert binary code to
high-level source code, but traditional tools like
Ghidra often produce results that are difficult
10 read and execute. Motivated by the advance-
ments in Large Language Models (LLMSs).
we propose LLM4Decompile, the first and
Jargest open-source LLM series (1.3B 10 33B)
trained to decompile binary code. We opti-
mize the LLM training process and introduce
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Figure 1: Hlustration of compiling source code {0 binary,
disassembling binary to assembly code (ASM), and
decompiling ASM to pseudo-code with Ghidra. The
do.code is hard to read and not executable.
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Figure 1: Hlustration of compiling source code {0 binary,
disassembling binary to assembly code (ASM), and
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Experimental Setup
LLMs Evaluated (5 Models)
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Experimental Setup
Dataset: ExeBench

Cyclomatic Complexity
CC=E-N+2P

E = edges in control flow graph
N = nodes in control flow graph
P = number of connected components

Selection strategy
Per complexity level, we select:

max (25, 10% of functions)

Functional verification

Each function includes 10 unit tests

w100 98 Selected

g
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g5 75T
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Cyclomatic Complexity

306 selected from the real_test split of ExeBench
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Experimental Setup
Evaluation pipeline

(e ) {m ) -0
ST I e B
R W (S
ST S [ B

Does Representation Matter? [CC BY-NC-SA 4.0 © T. Pelayo-Benedet, K. Borgolte, R. J. Rodriguez] 7/13


https://creativecommons.org/licenses/by-nc-sa/4.0/

Results
Decompilation performance across models and IR levels
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Results

Decompilation performance across models and IR levels
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Code Complexity & Decompilation Difficulty

Halstead metrics: counting operators and operands

int max(int a, int b) {
return (. a > b) ? a : b;

}

Operators Operands

n1  unique operators N;  total operators
72 unique operands N, total operands

N = N; + N, total program length
n=n+n total vocabulary
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Halstead metrics

V = Nlogyn
Volume: size of the program
N:
p=m 1
2 2
Difficulty: how hard to understand
E=D.V

Effort: mental effort required
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Code Complexity & Decompilation Difficulty
Halstead metrics beat cyclomatic complexity as predictors
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Conclusions

(1) IR choice matters

Small models: HLIL improves correctness by >30 pp over ASM .
Large models: robust at all IR levels Dataset on GitHub

(2) Recompilability vs. Correctness trade-off
ASM excels at recompilability; HLIL excels at functional correctness

(3) Halstead > Cyclomatic complexity

Halstead metrics are stronger predictors of decompilation difficulty

(4) No universally optimal IR
Best choice depends on model size and task requirements
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